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U.S. Robotics SureConnect 9003 ADSL Ethernet/USB Router

Firmware Version 20021029
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Setup Steps For Configuring Private Addresses On Ethernet 1 With NAT While Having Public Addresses On Ethernet 2 Without NAT SureConnect 9003

This document is the steps required for configuring private addresses (RFC1918) on Ethernet 1 for NAT while having public addresses on Ethernet 2 without NAT. These steps are from the factory default configuration on the SureConnect 9003. These steps reference the above network configuration drawing and were tested for code 20021029 on the SureConnect 9003.

For this example RFC1483 Routed was used for the WAN protocol. Other routed protocols can be substituted for RFC1483 Routed.

Note: For initial installation and local management access please refer to the Installation Guide provided with the SureConnect 9003.
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WAN Setup

When selecting Service Provider Settings->WAN Setup you will be presented the following screen:
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These show the factory default setting for a SureConnect 9003.

The following steps are required to configure WAN Setup for the SureConnect 9003 for the example drawing:

1. Select the PPPoA PVC in the Current ATM PVC List and select Delete.

2. Under WAN Setup select RFC1483 Routed and enter the WAN IP Address and WAN Subnet Mask (i.e. for this example 10.41.0.210 with a mask of 255.255.255.252).

3. Enter the proper VPI and VCI (i.e. for this example the VPI of 0 the VCI of 32 will be used).

4. Select the Encapsulation Mode (i.e. for this example the Encapsulation Mode is LLC/SNAP).

5. Under Network Settings check Enable NAPT and Enable DHCP.

6. Select Add to enter this PVC into the Current ATM PVC List.

Example of filled in screen.
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Erase Bridge Group

This step is required to delete the Bridge Group so that in later steps Ethernet 1 and Ethernet 2 can be setup on different subnet interfaces. When selecting Service Provider Settings->Bridging you will be presented the following screen:

[image: image4.png]icrosoft Internet Explorer

2 Service Provider Settings | Bridg
Fle Edt Vew Favortes Took Heh

=lolx|

GBack v = - D [ 4} | Quearch [Favortes vieda | BN+ S ]

s [ 92 161 idge o

ERTE

uick Setup Service Provider Settings Network Eirewsll Tools St

f @’ Robg@

&

nnect:ADSL

el

U L] ¥

SWAN Setup ®ADSL Standard ®PPPOE Relay ®NAPT Bridge ®Bridging ®Advanced

List of Bridge Entries

e Lnkc von [ven
e e MAC Address | Prority | 4% | vpr | ver | Encapeuation | Y51 | V2!
athi | FORWARDING |00:0143,c0:9d:45 | 128 | 100 | NA | WA | MA A | na
athz | FORWARDING |00:c0143,c09di46 | 128 100 | NA | WA | WA A | na
b0 | FORWARDING |00ic0r43 c0iodies | 128|100 | A | Na | WA A | na
Interfaces Add Bridge Erase All Disable
[ [ [®memet 7

[@ore





Select Erase All to remove the bridging entries. Once complete the List of Bridge Entries should look like this.
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Note: If utilizing the USB interface, once the Bridge Group has been deleted you will need to create a new Bridge Group, by using the Add Bridge button, that binds eth1 to usb0.

Configuring the IP Addresses on the Ethernet Interfaces

This step involves setting the IP address for the Ethernet 2 interface. For this example the IP address for Ethernet 1 will be left at the default IP address (192.168.1.1 with a Mask of 255.255.255.0).

Setting IP Address

Go to Service Provider Settings ->Advanced->Interface to set the Ethernet 2 IP address. You will be presented the following screen:
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Select eth2 and Configure Interface. You will be presented with the following screen.
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Change the IP Address and Subnet Mask to the new IP address and Subnet Mask and Enable the State. In this example the IP Address should be changed to 216.230.129.245 with a Subnet Mask of 255.255.255.252. Once complete, select Apply. The Apply action will prompt you that this will Save the configuration and Reboot the router. Select OK.
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After the router reboots and you reconnect to the web interface, return to the Service Provider Settings ->Advanced->Interface. The List of Interface Entries will look like this.
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DNS Relay Setup

This is used to allow the SureConnect 9003 to relay DNS request to a Primary and Secondary DNS servers. Go to Network->DNS Relay. You will be presented the following screen:
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Perform the following steps:

1. Disable DNS Relay

2. Apply

3. Fill in the Domain Name (optional field)

4. Fill in the Primary DNS Server’s IP address

5. Fill in the Secondary DNS Server’s IP address

6. Leave the Default Gateway as is

7. Enable DNS relay

8. Apply

Once complete the DNS & Default Gateway Configuration will look like this (dependent on entries).
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Setup to bypass NAT for the Public IP addresses

The following configuration will allow the Public IP address to bypass NAT and go directly to the Internet. Go to Firewall->NAT->Static Nat Mapping. You will be presented the following screen:
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Select Add. You will be presented the following screen:
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Enter the IP address to bypass NAT in all 3 fields (for this example 216.230.129.246).
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Select Apply. Once complete the List Static NAT Configuration will look like this.
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If more then one Public IP address is required to bypass NAT, add them per the steps above.

Firewall Configuration

To allow connections from the Internet to the Public IP address, the firewall needs to be configured to pass the connections through.

Setup of the Firewall IP Filtering

When selecting Firewall -> IP Filtering you will be presented the following screen.
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To add the policies to support connections to the Public IP address on the SureConnect 9003 you need to click the Add button. You will be presented the following screen.
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You will need to fill in the following information:

1. Precedence number. This number needs to be lower then any existing Precedence number so it takes effect first (i.e. 10000 will take precedence over 29000).

2. Dest IP Address (i.e. 216.230.129.246 in this example). Leave the Dest Net Mask at 32 so only this address can be accessed.

3. All other settings stay at default.

Example of filled in screen.
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Once complete with the above steps, select Apply.

Once complete the Firewall IP Filtering-List of Firewall Policies should look like this.
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Remember to Save all configurations once completed by going to

Tools->Save and Restart!
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SureConnect 9003


Ethernet 1


  IP:192.168.1.1


  Mask:255.255.255.0


  NAT & DHCP


Ethernet 2


  IP:216.230.129.245


  Mask:255.255.255.252


  No NAT with optional DHCP


WAN Interface


  IP:10.41.0.210


  Mask:255.255.255.252


  RFC1483 Routing


  LLC Encapsulation


  VPI 0 VCI 32


  ATM 1





Private 192.168.1.4


Mask: 255.255.255.0


Default Gateway: 192.168.1.1





Private 192.168.1.3


Mask: 255.255.255.0


Default Gateway: 192.168.1.1





Public 216.230.129.246


Mask: 255.255.255.252


Default Gateway: 216.230.129.245











Network Function Assumption: 


The Customer Premises Private 192.168.1.x  addresses are converted to 10.x.x.x via NAT at the 9003, then converted to routable addresses via NAT at the border router.  


The Customer Premises Public addresses are routed directly to the Internet thru the 9003 and the border router.


Both public and private addresses are sent to the DSLAM from the 9003 over the same VPI/VCI.
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